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Abstract 

This research aims to improve the cybersecurity learning process, by stressing the need for examining 

the particular characteristics and motivations of participants of cybersecurity education/training pro-

grams. We highlight the importance of user profiling in the cybersecurity educational process and 

particularly the necessity for well-structured user models to support the profiling process. Further-

more, we propose and implement a user profiling module for platforms which conduct adaptive educa-

tional programs in cybersecurity, considering the specific participants’ skillset.  
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1 Introduction 

Public and private sector maintain a high interest in cybersecurity education and training programs. 

The demand for cybersecurity professionals grows fast nowadays, a fact which establishes a need for 

encouraging students to engage in cybersecurity education (Mahdi, A. et al. 2016). Profiling the needs 

of users participating in cybersecurity learning programs is important for improving the current learn-

ing approaches and at the same time a necessity for conducting personalized exercises and amending 

the current educational approaches (Schiaffino and Amandi 2009, Kirlappos et al. 2014, Alvarez-

Xochihua et al. 2010). Early educational methodologies in cybersecurity have paid little attention to 

user interests, instead mostly focused on learning goals when sequencing educational content 

(Karampiperis and Sampsonm 2005). It seems to be a need for exploring and for analyzing the main 

objectives of educational programs, focusing on adaptiveness and approaches like intelligent tutoring 

(Schiaffino and Amandi 2009, Dāboliņš 2012, Liegle and Woo 2000, Sottilare 2015). 

The broad variety of students’ prior knowledge, capabilities and experience require adaptive and per-

sonalized cybersecurity challenge exercises in order to motivate the students and to enhance the effec-

tiveness of cybersecurity education and training programs (Tsekeridou et al. 2008). Specifically, in 

academia, the broad variety of prior knowledge of students and the variety of experience sometimes 

create difficulties in running related education and training programs. As a result, a small size of 

knowledge hyperspace is achieved, with major difficulties in terms of adaption. Achieving high moti-

vational rates in cybersecurity is unresolved, due to the high theoretical background and the advanced 

skills required for participating in cybersecurity education and training programs (Cheung et al. 2011, 

2012). Specifically, conducting a program which appeals to the personalized characteristics, specific 

skillset and background knowledge of the participants is expected to improve the motivation rates of a 

learning program. In addition, user interests always constituted the most significant portion of the user 

profile in adaptive information retrieval and information filtering (Brusilovsky and Millán 2007, Poo 

et al. 2003). The creation of user models has been seen as necessary for conducting adaptive and per-

sonalized educational programs (Kelly and Tangney 2002). Collecting data about the skills and back-

ground knowledge is essential for the user profiling process (Golemati et al. 2007).  

On our approach, the main difference is that we generate and maintain the user models through the 

cybersecurity challenges and exercises enriching the user model with information regarding the total 

progress while maintaining interaction with the platform. This way the platform or module will pro-

pose different challenges according to the participants’ progress and acquired skillset. During the 

learning process, these data will evaluate the skillset and the development of each participant. Consid-

ering this, the module will present dynamic content, different exercises and security challenges, ac-

cording to the participants’ characteristics.  

1.1 Our contribution 

This research aims to improve the learning process in cybersecurity training programs. To this end, we 

first highlight the importance of user profiling in the educational process and particularly the necessity 

for maintaining well-structured user models to support the profiling process. Furthermore, we propose 

and implement a user profiling module for cybersecurity education and training platforms. Our envis-

aged platform will adjust to the specific characteristics of the participants while obtaining their high 

motivational rates.  The module collects data about the skills and background knowledge as part of a 

user profiling process. The extracted data will be used for profiling the users which participate and 

allow the development of an adaptive recommending system which will better guide the students in 

the cybersecurity learning process, along with the recording of the improvement in other knowledge 

areas. The participants are called to give specific information and the platform will propose specific 

challenges which apply best. Finally, in this paper we examine the impact of cybersecurity education 
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and training programs in other knowledge areas along with the impact in developing specific skills and 

the possibilities for high interactivity rates among the participants. 

1.2 Methodology 

The collection of all data, necessary for the user profiling process was made using a platform created 

with Wordpress, enhanced with the open source plugin eforms. The participants were called to fulfil 

personal details for creating a user profile such as background knowledge, skillset and motivations for 

participating in the process. The majority of the participants were affiliated with Ionian University, 

Corfu, Greece, but there were also students and graduates from other Greek universities. 

1.3 Outline 

The rest of the paper is organized as follows. In Section 2 we discuss related work about user profiling 

and cybersecurity education. In Section 3 we highlight the importance of user profiling in cybersecuri-

ty education and training. In Section 4 we present a baseline implementation of a user profiling mod-

ule for cybersecurity education and training platforms. In Section 5 we outline the steps towards and 

our thoughts about the future research. 

2 Related Work 

For applying an effective learning methodology, we have to consider well the required details before 

and after cybersecurity challenge exercises. 

2.1 Required skillset and possible drawbacks in conducting cybersecurity 
curriculum 

Criteria that affect the cybersecurity curriculum and particularly the impact of users' technical skills 

and knowledge during cybersecurity competitions have been discussed in the related literature (Weiss 

et al. 2015, Haney and Lutters 2017). However, the wide variety of the required skills, the different 

trainees’ characteristics and the different motivation criteria have not been adequately extracted using 

well-structured user models. As a result, it seems that most cybersecurity education and training pro-

grams would probably not succeed in extracting explicit information about the progress of the partici-

pants and would eventually fail to collect detailed information about the development of technical and 

non-technical skills (Halevi 2016). 

2.2 Scoreboards for extracting results 

Conducting successful cybersecurity education and training programs seems to require the collection 

and analysis of results during and after the process. A well-known approach for presenting results 

from cybersecurity challenges are scoreboards (Davis et al. 2014, Mansurov 2016, Werther et al. 

2011). However, the technical skillset and personalized information about each participant are not of-

ten available on these scoreboards. In this work, we propose a basic infrastructure for acquiring this 

kind of information and creating dynamic, robust and more detailed scoreboards. 

Participants’ characteristics, motivations and best practices in cybersecurity education and training 

processes have also been highlighted in the context of intelligent tutoring systems (Xochihua et al. 

2010, Haney and Lutters 2017). However, the actual motivation criteria of the participants, specifical-

ly in participating in cybersecurity education and training programs, have not been adequately exam-

ined. Not meeting the participants’ needs will eventually lead to a lack of incentives for keeping the 

participants interested and focused on the learning process (Vandewaetere, et al. 2012). Designing a 

well-structured intelligent tutoring system which will consider the participants’ needs will help users 
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to successfully complete the learning process and organizers to extract knowledge related to their mo-

tivation criteria.  

2.3 Users’ motivation criteria and characteristics on creating cybersecurity 
curriculum 

The importance of user profiling in the cybersecurity learning process has been stressed out in the lit-

erature (Alvarez-Xochihua et al. 2010). By highlighting the users’ interests and the main motivational 

criteria, some studies also categorized the interests in short-term and long-term (Schiaffino and Aman-

di 2009). They mostly focus on the criteria which affect the users' motivation and the personal inter-

ests of the participants. In this paper, we will examine and implement the user profiling process as part 

of a cybersecurity curriculum process. 

3 User profiling in cybersecurity education and training 

A profile is a depiction of somebody, containing the foremost imperative or interesting facts of her/his 

personality and behavior. User profiling is important for creating adaptive systems, intelligent tutoring 

systems, recommender systems, intelligent e-commerce approaches and knowledge management sys-

tems (Schiaffino and Amandi 2009). 

3.1 User models and user profiling methods 

A user model is a structured representation of the user, containing direct and indirect information 

about the user's characteristics, requirements, knowledge and other personal preferences (Wang et al. 

2006, Gauch et al. 2007). Creation and management of user models specifically in academia face a lot 

of challenges, as different levels of expertise and background knowledge of the participants might ap-

ply. Some of the challenges include the difficulty to extract reliable data and to create appropriate user 

models which reflect the actual user profiles.  

Another important aspect of developing user profiling methods is the ability to maintain high levels of 

user management since it is important to clarify the different scales in skills, prior knowledge and to 

extract patterns related to the participants’ behaviour during the cybersecurity challenges. 

3.2 Cybersecurity education and training programs 

Cybersecurity education and training programs usually include Capture the Flag (CTF) competitions 

and conferences with workshops and labs along with a high variety of sandboxed security challenges 

(Nakaya et al. 2016, Taylor et al. 2017, Leune and Petrilli 2017). During the competitions, it is very 

important to hold information about the participants’ skillset, background knowledge and motivations 

for participating in such activities (Cheung et al. 2011).  

Maintaining user models, before, during and after cybersecurity education and training programs is 

very important since it might enhance the ability to extract results of the learning process and to im-

prove the information extracted from scoreboards. Correlated information extracted from the partici-

pants might also help to create user groups, according to specific characteristics such as the acquired 

skillset and the motivation for participating in cybersecurity education and training programs. For ex-

ample, it is important to create teams which will include participants with a variety of skills and test 

the results in comparison to teams with narrow and specific skills. 

3.3 The importance of teamwork 

In cybersecurity, another important aspect is to create appropriate teams, which will be able to act im-

mediately during cybersecurity incidents. During education and training programs, it is possible to 

create teams and to be able to evaluate the effectiveness of each team. This process will be enhanced 
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by appending data from the created user models, along with explicit information about each partici-

pant and team. An important aspect of this approach is to create the infrastructure and give the ability 

for communication and knowledge sharing between the participants and the teams. 

4 Implementation and Results 

Our module uses submit forms for collecting user profile data. For creating the questionnaires, we fo-

cused on the high utilization and the user interface. For example, we wanted the participants to feel 

like they create a new user account and not only fill a research questionnaire form. We tried to have an 

instant user feedback about our approach and to give them the opportunity to help in the development 

of the cybersecurity education and training platform. 

The collection of questions included information such as the participants’ university, background 

knowledge and various other questions related to the skillset of Information Technology (IT) and cy-

bersecurity. Special focus was given on the users' motivations in participating in cybersecurity educa-

tion and training programs. On the first page of the quiz, we tried to collect data, about which cyberse-

curity topics the participants are most interested in. Cybersecurity knowledge areas have also been 

mentioned in other studies. However, we tried to focus on the main areas and topics of cybersecurity 

(Burley et al. 2017, Namin et al. 2016, Parekh et al. 2017, Rashid, Danezis and Joosen 2017, Yasinsac 

2002).  An important aspect of information is to create the user models containing information about 

the skills that the participants feel comfortable with. It is important to correlate this information with 

specific topics that the participants feel confident and to gather information about their total experi-

ence in computer systems. Finally, along with the topics from IT, we also presented topics from math-

ematics and physics, which directly relate to cybersecurity topics. 

4.1 Personalized questions and dynamic content 

The questionnaires were designed to be interactive and personalized, in order to avoid unnecessary 

and unrelated questions. It is important to maintain the uniqueness of answers on the multiple choice 

questions in order to offer an interactive and personalized experience. The outcome might be a high-

level of interactive experience which attracts the participants’ interest. 

 

Figure 1. Providing hidden or dynamic content according to previous choices 

We might achieve this goal if we integrate a module to the platform which will create unique ques-

tions and answers. In this study, the only personalized feature we added, was to present different 
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multiple-choice questions according to the previous answers during the submission (Fig. 1). In Fug. 1 

the third question is not appearing on participants with no network skills. Moreover, we maintain the 

option for the possibility to have scoring or/and numeric attributes to each multiple choice option. 

4.2 Collected Answers and Discussion 

The answers to the questions include nominal, ordinal and interval values. Specifically, in our ap-

proach, we can set the data types we want, after the gathering of information. 

The total number of the participants (32) were mostly affiliated with the Ionian University (Fig. 2). 

 

Figure 2. The total number of the participants 

From the answers to Question 2 (Fig. 3), it seems that the participants recognize the importance of 

adaptiveness and that of personalized content since the majority feel more confident on developing 

skills when the learning experience is personalized. 

 

Figure 3. Feedback from the participants for our approach on answering specific questions be-

fore submitting the form 

Moreover, we can assume that the participants are mostly interested in real-life challenges examples 

on cybersecurity topics. Specifically, in Question 1 (Fig. 3), we had the feedback “Some examples of 
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everyday life problems and a platform which will give me theorittical basic knowledges through tests 

and exercices”. In Question 3, we had a positive attitude on gamification elements, although we did 

not present any specific details. However, we also had some negative feedbacks on gamification 

elements, such as the following: “There is a difference between a game and a good understanding 

concept . I prefer an environment which will make me understand simple things even if i don't know 

anything of cyber security but not via a game because the meaning can be different from person to 

person.”. It seems that more experienced participants (4 to 6 years experience) leave more strict 

feedback and we observe that more experienced participants pursue specific skills and knowledge. 

However, in academia, it is important to keep both of the aspects and develop a platform that will help 

develop a broad aspect of skills and knowledge. 

Summarizing, the majority (23) of the participants seem to be interested in actively participating in the 

development process and of collaborating in building labs related to cybersecurity topics. We see 

some of the feedback on this specific question in Fig. 4:   

 

 
Figure 4. Feedback from the participants for our approach on answering specific questions be-

fore submitting the form about the active participation 

Some of the final feedback answers are: “Please contact me for further information as I'm interested 

in dealing with this kind of topics.”. “I m interesting of that”, “Of course i will provide any necessary 

help to a good action of learning cyber security staff .”. “Cool”, “I won't be able to participate at the 

development during summer.” Since we are conducting the research mostly on the Ionian University, 

we expected this positive outcome of having high interest in actively participating. On our approach, 

we tried to set the appropriate research questions without excluding the possibility for conducting ex-

ploratory cases and conclusions. Finally, during the research, we tried to have an interactive way of 

communicating with the participants, integrating a live chat system and ticket response system. In the 

questionnaires, we also focused on receiving feedback about our approach. Moreover, we have com-

mitted to maintain communication with most of the users and to create a communication infrastructure 

for the future. The participants responded positively in having future communication with us (Fig. 3). 

4.3 User Interface 

In our study, we highlight how the user interface and the total user experience affects the learning pro-

cess. A clean and user-friendly environment assures the high rates of user interactivity and helps to 

extract appropriate information from the data (Question 3, in Fig. 3). It is also important to maintain a 

high percentage of utilization during the data collection, in order to gather more information from the 

participants.  

4.4 Skillset Εvaluation 

An important aspect is to examine the collected information about the participants’ opinion about their 

skills. Therefore, the questions have to be as simple as they can for obtaining the required information 
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related to the participants’ skills and have a summary of their confidence on various topics (Ford et al. 

2017). In our approach, we maintain the option to create dynamic multiple choice quizzes, which will 

appeal to the specific answers and create an exam-style evaluation for scoring the skillset. For exam-

ple, if a participant feels comfortable with a score of the value 9 in programming, a high-level chal-

lenge will be placed. If the participant answers wrong, the level drops down a little and set a new chal-

lenge at a lower level. At the end of the quizzes, the levels of the particular skills are changed and the 

participants have to take again the exam phase to approach a higher level of skillset. The scoreboard 

will be used for the development of the intelligent tutoring system, but in a future work, more ad-

vanced techniques have to be used for extracting and analyzing related data. The reliability of the 

scoreboard of the skillset will be also examined and improved. 

5 Conclusions and Future Work 

In this study, we highlight the impact of cybersecurity education and training programs in other 

knowledge areas and scientific fields (Rowe et al. 2011). The basic weaknesses of the participants 

have to be considered as well in order to offer the best possible tutoring experience.  

The positive outcome from a well-structured tutoring system is the achievement of uniform and pro-

gressive development of the participants and the extraction of conclusions about the acquired skills 

during the programs. Moreover, we proposed and implemented a user profiling module for enhancing 

cybersecurity education and training programs.  

Our current approach, although interactive, does not achieve high rates of personalization. Even if all 

the above-proposed methods and techniques are used, information about the behaviour of the partici-

pant during the program is not collected.  

In a future work, extra questionnaires and quizzes will be presented for evaluating the skills and ex-

tract scoreboards. The participants will be called to solve specific challenges, quizzes and also be able 

to explore personalized news’ feeds. In a future work, various Wordpress plugins will be used for en-

hancing the social network elements and for creating personalized challenges regarding the learning 

and training process such as buddypress and learnpress. 

For enriching the collection of information from the participants, external sources might be used, such 

as information from social network websites. However, it is important to mention the issues in privacy 

and to ensure that the gathered information complies with the appropriate laws, related to personal 

information. 

Quizzes is an easy way to gather scores and to examine the skills of the participants. However, it is not 

as reliable as other complicated approaches. For automating the process, we need to ensure that every 

participant will have to give a unique answer. In future research, we will enhance the platform, ensur-

ing that the answers will be dynamically generated to prohibit cheating and the possibility for automat-

ic challenge generation (Burket et al. 2015, Schreuders et al. 2017, Irvine el al. 2017). 

For maintaining different cybersecurity challenges, sandbox approaches have to be designed as well. 

One of the best options is to create virtual labs which will represent a real environment (Luallen and 

Labruyere 2013, Karlov 2016, Son 2012, Irvine el al. 2017). Sandboxing is very popular for creating 

virtual environments. However, in our approach, the challenges have to be a bit different for every 

participant. In our future research, we will examine sandboxing approaches and the implementation of 

virtual labs with the option of readjusting the difficulty and the ability to adapt according to the partic-

ipants. Moreover, it is important to have the ability to generate challenges and virtual labs for enhanc-

ing the adaptiveness and to create unique challenges according to the participant. The above methods 

will help us achieve our final goal, to achieve a higher level of adaptiveness and personalization. 
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6 Appendix 

 

Data #1 #0000000048 | On June 20, 2018 4:47 pm 

First Name #### 

Last Name #### 

Email #### 

IP Address 94.67.206.241 

Completion Time 18 minutes, 48 seconds 

Administrator Remarks 
Processing 

User Account Guest 

Link Submission link 

 

Create User 
 

Help us build the adaptive module 

First Name 

not required  

#### 

Last Name 

not required  

#### 

Contact Email Address 

  

#### 

University 

 

    Ionian University 

    TEI Western Greece 

    University of Western Macedonia 

    University of Piraeus 

    ΤΕΙ of Thessaly 

    Enter name of University if not  listed 

Which year did you got into Undergraduate Studies? 

  

2016 

First time you got involved with Computer Systems (Person-

al Computer mostly) 

 
 

2003 
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Interested in Cybersecurity Topics? 

 

   Data Security 

   Software Security 

   Component Security 

   Connection Security 

   System Security 

   Cyber warfare 

   Reconnaissance 

   Cryptography 

   Web Exploitation 

   Reverse Engineering 

   Network security 

   Data Security & Privacy 

   Mobile Platform & Application Security 

   IoT Security & Privacy 

   Computer & Software Security 

   Cloud Computing Security 

   Human Behavior-Based Security 

   Security Policy & Management 

 

Knowledge Areas 
 

Check the concepts and topics you 

feel confident! 

Experience with Advanced I.T. Concepts 

Experience with more advanced concepts such as Operating Sys-

tems, Hardware, Programming etc. 

  0 to 2 Years 

  2 to 4 Years 

  4 to 6 Years 

  6 Years or more... 

Operating systems are you familiar with? 

 

   DOS 

   LINUX 

   UNIX 

   WINDOWS 

   OSX 

Programming 

  

4/10 

Mathematics 

  

8/10 

Networks 

  

3/10 

Physics 

  

7/10 

Operating Systems 

  

2/10 

Computer Architecture 
 

4/10 

Data Structures 
 

6/10 
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Web Infrastructure 

  

0/10 

  
Specify the Topics you feel confident 

Which Programming languages are you familiar with? 

 

   C 

   C++ 

   C# 

   Java 

   Python 

   PHP 

   Ruby 

   JavaScript 

   .Net 

   Assembly 

Mathematical Background 

 

   Computation 

   Information theory and signal pro-

cessing 

   Probability and statistics 

   Logic 

   Number Theory 

Network Skills 

 

   TCP/IP Model 

   Network Hardware 

   IP Networking and Subnet Masking 

   DNS and DHCP 

   Firewalls 

   WLAN 

   Optical Infrastructure 

   TCP / UDP Ports 

   Sockets 

Physics 

 

   Quantum Computation 

   Electromagnetism 

   Analog Electronics 

   Digital Electronics 

   Signal Processing 

Operating Systems 

 

   Bash Programming 

   General history and boot processes 

   Process Management 

   Memory Management 

   File Systems 

   Networking 

   Command Line Interface (CLI) 
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Computer Architecture 

 

   Processors 

   Memory Management 

   Buses 

   I/O 

   Firewalls 

   WLAN 

   Optical Infrastructure 

   TCP / UDP Ports 

   Sockets 

   Hard Disk Management 

Data Structures 

 

   Arrays 

   Lists 

   Stack 

   Queues 

   Trees 

   Graphs 

 

Feedback  Feedback 

Practical and technical challenges in cy-

bersecurity will motivate me to learn more 

in the specific areas. 

 

 

Like or Dislike 

 

The best way to learn something is to get your hands dirty. 

none has said i want more theory. Practice makes you evalu-

ate yourself 

Having a personalized experience accord-

ing to my needs will have better learning 

results 

 

 

Like or Dislike 

I already feel like this is a nice game-like 

approach in cybersecurity education 

 

 

Like or Dislike 

 

Well it is a really good approach in cyber security, because i 

haven't even submitted yet and i already found out more re-

sources for what to start learning for this field. 

I would feel motivated if this approach 

could lead in pursuing a IT security spe-

cialist career 

 

 

Like or Dislike 

 

That's the plan for now at least. 

It would be nice if i had the opportunity to 

propose my own challenges 

 

 

Like or Dislike 

Consider me as part of this lab. I want to 

actively participate at the development. 

 

 

Like or Dislike 

 

I might not have much experience but I really like a good 

puzzle or problem. 
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