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Abstract—Scanning worms grow with different local velocities
in different areas, because of non-uniformities that are present
in real networks. The present work introduces a new stochastic
model elaborating the classical epidemiological model for random
scanning strategies. More specifically, random effects in worm
spreading velocity are modeled by means of a stochastic differ-
ential equation where an explicit expression quantifying random-
ness is proposed. Furthermore, we explore whether deterministic
or stochastic models are appropriate in order to describe the
worm propagation phenomenon. To this end we introduce the
scale of observation as a crucial parameter. Simulation results
are presented validating the proposed analytical results.

I. INTRODUCTION

Scanning worms search for their targets by scanning target
ports of other nodes in order to locate software applica-
tions with specific vulnerabilities that allow delivery of the
malicious code. They self-propagate very fast and in large
scales because of the relatively homogeneous software base
and the high bandwidth connectivity between Internet nodes
[1]. Depending on their scanning strategy, scanning worms
can also be seen as random, local preference, sequential,
or topological scanning worms ([2], [3]). The threat of an
advanced scanning strategy that may appear in the future
has been repeatedly discussed in the literature, under the
names of hitlist [3], routing ([4], [5]) and importance scanning
worms [6], permutation [3] or divide-conquer worms [5]. At
high level these are selective worms that spread faster by
carefully selecting their victims instead of “blindly” scanning
the universe for possible targets ([5], [4], [3]).

Mathematical models can help the security research com-
munity to understand the threat and analyse the propagation
pattern during the lifetime of a worm. By analysing a worm’s
behaviour and the factors that influence its spread, we can
have insights into effectively detecting and containing a fast
spreading worm ([7], [8], [9D).

Worm propagation is in fact a stochastic process, as random
effects are present in real networks. This source of randomness
roots in the various non-uniform network parameters that
influence the propagation of a worm ([3], [7], [4], [10], [11],
[6], [12], [13], [14]). Most of these can be categorized as
environment-related (e.g., bandwidth, traffic, topology, vulner-
able hosts distribution), human-related (preventive and reactive
measures, removal tools, disconnecting or isolating hosts,
blocking access to a service, operating system updating or

restoring, training users etc), policy-related (network or host-
level firewall policies, automatic quarantine) or worm-related
(e.g., scanning strategy, scan rate, congestion, victim deaths).
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II. RELATED WORK

Epidemiological models for analysing the spread of com-
puter malware are not new [15]. Early attempts capture
the mechanism of random scan worms and use the simple
epidemic model to study the initial part of worm spreading,
where human countermeasures and congestions do not affect
the propagation ([7], [3]). In recent years, a number of
deterministic models were designed to consider the parameters
that affect the worm propagation, for random scanning (e.g.,
[71, [3], [9], [16], [13]), local preference (e.g., [11], [8], [12])
or other advanced strategies ([5], [8], [4], [14], [6]). The two-
factor model in [7] takes into account the congestion caused
by the worm scan packets, as well as the reactive (human)
countermeasures that turn infected or susceptible nodes into an
immune state. Models that consider the preventive measures
(e.g., antivirus and patch management [17]), link bandwidth
between systems ([9], [16], [13]), network topology [18], the
slow down caused by automatic treatment and containment
measures ([19], [1], [11], [20]), infection delay and user
vigilance [21], have also been proposed in the literature.

Due to the observed randomness affecting worm propaga-
tion in the Internet (e.g., [10], [1]) the so called stochastic
models have been emerged in the literature (e.g., [22], [23]).
These models, contrary to deterministic models that use differ-
ential equations to express a mean field behavior, are based on
the observation that worm propagation is an inherently random
process. In the above models randomness emerges because of
the scanning strategy while other sources of randomness, e.g.,



bandwidth limitation or network topology, are not covered.
The above approaches propose discrete Markov models in
order to predict propagation at early stages introducing as an
appropriate variable the amount of time for the next infection,
as well as estimating its mean value and variance in order to
construct robust detection protocols.

III. DETERMINISM VERSUS RANDOMNESS

Let us assume a random scanning worm that propagates
over a network with NV unique hosts, where Ny, < N of these
addresses could potentially become infected by the worm. In
an arbitrary ensemble of hosts (i.e., a subnet) and at arbitrary
time the population [V is split into infected and susceptible
sub-populations, represented by I(t) and S(t), respectively.

If recovery and/or removal of hosts are taken into ac-
count, extra population densities or model parameters must
be introduced (e.g., [7], [20]). In this article we focus in the
simplest case, although our approach can be generalized in a
straightforward way.

Infected hosts increase their population by sending infec-
tious packets to other randomly selected hosts. This process
proceeds at a constant rate. If a susceptible host receives an
infectious packet, then that host becomes infected. In order
to extract the propagation rate of a randomly scanning worm,
it is assumed that at arbitrary time, any infected host sends
an infectious packet. This packet at time ¢ has a probability
S(t)/N of being sent to a susceptible host. As a result, if 3 is
the constant scan rate then 3S(¢)I(¢)/N is the rate at which
the infection is propagated. The classical epidemic model can
be expressed with the following ordinary differential equation.
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where f(I(t)) = %(N—I(t))[(t)) is the spreading “force”
over the scale of the entire Internet. While the classical model
successfully describes average properties of worm propagation
in the Internet, it is not able to treat randomness arising in
real networks because of network inhomogeneities or sources
of randomness.

In order to decide about the nature of the constitutive
variables (S(t),I(t)) and parameters () that enter into the
propagation problem (generalization to more complex models
follows the same reasoning) it is noted that the previous
relations may be referred to different network scales: within
one single subnet ¢, within a neighbourhood of subnets or
within the entire Internet. We distinguish these size scales to
micro, meso and macroscale, correspondingly. As a milestone
of this work we argue that models that refer to different scales
predefine the nature of the above variables and parameters.
More specifically, if a model tries to describe the behaviour of
the worm propagation in microscale then a probabilistic model
is the only choice, and (S(t), I(t)) are interpreted as random

variables (e.g., [22], [23]). On the other hand if a model is
referred to the macroscopic behaviour of a worm, deterministic
models are more appropriate and (S(t), I(t)) are interpreted as
deterministic variables, (e.g., [15], [7], [3]). The link between
these models is an approach that is able to describe worm
propagation in the mesoscale, which is an appropriate scale for
real-world monitoring systems. To this end, a new stochastic
model is proposed in the next section.

IV. A STOCHASTIC DIFFERENTIAL MODEL

In mesoscale, the population variables S(¢), I(¢) are inter-
preted as stochastic variables. Moreover the infection param-
eter (3 is also random and assumed to fluctuate by the amount
00 around a mean value < 3 >, i.e.,

f=<pf>+ip 3)

where the operator < - > interprets average values in time.
Substituting the infection parameter 3 in the corresponding
evolution equation (Eq. (1)) a random fluctuating part of the
spreading “force” is obtained,
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Eq. (4) is our final proposed evolution equation describing
the dynamics of worm propagation. It is emphasized that
Eq. (4) cannot be directly integrated, because of the random
fluctuating term of the second part. It belongs to a general class
of stochastic differential equations, being able to describe with
success the evolution of dynamical systems in the mesoscale
(e.g., [24], [25], [26]). Solutions of the proposed stochastic
evolution equation and corresponding estimates of dynamical
parameters arising from Eq. (4) will be left to future work.

The stochastic differential model provides a quantitative
estimate for the inherent randomness. Indeed, according to
Eq. (4) a measure of the resulting noise is,

Q=vV<df2> @)

It is important to emphasize that the value of @) interprets
the inherent randomness that emerges in real networks. As was
discussed earlier in this article, these sources of randomness
may root to the heterogeneity of network infrastructure or
randomness in traffic conditions. To have an estimate of this,
the white noise limit for the fluctuating part of the infection
parameter is adopted,

=w,<6B>=0 (3)

and
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Fig. 1. Fluctuation amplitude of infected hosts for arbitrary model parameters
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where o2 is the amplitude of the white noise. Furthermore,
substituting I =< I > 441, using Eq. (9) and neglecting
higher orders, the following estimate for the fluctuation am-
plitude of the infected population in the Internet is obtained,
g
Q) =+
Eq. (10) is one of the main contributions of this paper since
it quantifies the inherent randomness of worm propagation.
The estimation of the amplitude of emerged randomness is
given in terms of the variables and parameters of the problem.
In Figure 1, the shape of fluctuation amplitude Q(I) is
drawn for arbitrary parameters. The model predicts that at the
beginning and at the end of the propagation the amplitude is
closed to zero while it reaches its maximum at [ = N/2 .

(N—<I>)-<I> (10)

V. SIMULATION RESULTS

Next to the development of the theoretical model, we
studied the characteristics of malware infection spread via
detailed discrete event simulation. In this section we describe
our simulator’s setup and results.

The code of the simulator models a fast UDP scanning
worm with a minimal payload packet. The employment of
UDP enables an aggressive behavior of the worm without
TCP handshaking delays. In this way, the scanning rate of
an infected host is effectively limited only by the available
bandwidth of its interconnecting network interface. In our
setup the average scanning rate is set to 1 probe per ms,
which is also our base simulation timing unit. Following the
theoretical model, the simulated worm is assumed to exhibit a
uniform scanning strategy, by targeting every node in the setup
with equal probability. Our main goal is to study the early
stage of rapid infection spread, consequently each simulated
computer node is modeled to be in one of two states, either
susceptible or infected. That is, no recovery or immunization
actions are taken during simulation execution.

During simulation time, we study an Internet portion of 256
C-class networks. Each network is treated as an independent
LAN with a network backbone interconnecting all 256 LANS.
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Fig. 2. Infected hosts in microscale
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Fig. 3. Infected hosts in macroscale

Each LAN internally is assumed to have a total bandwidth of
100 Mbps, with the same bandwidth available on egress nodes
of every LAN towards the interconnecting backbone. Although
an arbitrary traffic is expected within and between LANS,
the UDP worm generated traffic is studied as the dominant
factor of bandwidth limitation within each LAN. According
to the previously mentioned worm characteristics we assume
1% bandwidth overhead for each infected node in a LAN.

In Figures 2-4 the time evolution of the infected hosts is
shown in different length scales, micro, macro and mesoscale
correspondingly. The simulation results confirm the central
aspect introduced in this work, i.e., the scale of observation
predefines the deterministic or stochastic nature of the moni-
tored variables.

Indeed, in Fig. 2 it can be seen that system evolution in
microscale proceeds in discrete steps and as a result a proba-
bilistic treatment is more appropriate for a robust description
of worm propagation. On the other hand in Fig. 3 it can be seen
that system evolution in macroscale proceeds in a completely
deterministic fashion. In this scale the classical epidemiolog-
ical models can accurately describe worm spreading.

The picture is quite different in mesoscale where interplay
between randomness and determinism is present. Indeed, in
Fig. 4 a serration-type of system evolution is observed and in
this case a stochastic differential model is more appropriate
for the description of worm propagation in the Internet.

In order to validate our stochastic differential model, in Fig.
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5 the fluctuation amplitude of the population of the infected
hosts is plotted. It can be seen that simulation results confirm
the analytical expression of Eq. (10).

VI. CONCLUSIONS AND FUTURE WORK

The present work introduced a novel stochastic model
elaborating the classical epidemiological model for random
scanning worm strategies. In a future work we intend to
elaborate our approach in order to give a theoretical result on
the critical size of the network that needs to be monitored (a) in
uninfected network segments, for detecting illegitimate traffic,
or (b) in infected segments, for studying the worm behaviour.
We view this critical size as the least scale size of detection
network needed to ensure that a worm is detected within a
certain time. Intuitively, a small network size reduces the time
for early detection, but increases the false alarms, whereas a
large network size leads to more accurate detection but induces
a performance cost. Our long-term goal is to balance this
inherent tradeoff in real-world monitoring systems.
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