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Abstract: Research on key establishment for Distributed Sensor Networks (DSNs) focuses
on lightweight protocols that are feasible for the sensor nodes, which by default have
restricted capabilities. Although the most efficient protocols for key establishment are based
on symmetric key encryption, these protocols are unable to provide adequate security
against attacks, such as node impersonation and fake generation attacks. For this reason,
several hybrid key establishment protocols have been developed, making limited use of
public key cryptography, and more particularly of Elliptic Curve Cryptography. However,
although these protocols seem to be efficient for sensor nodes, they reduce performance,
especially in large-scale networks. In this paper, we propose a multi-layer key
establishment protocol for DSNs, which combines hybrid and symmetric key establishment
techniques. The performance analysis shows a reasonable decrease in performance, due to
the optimized use of expensive public-key cryptographic operations.
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1 INTRODUCTION

Distributed Sensor Networks (DSN) are becoming
increasingly popular as they can be used in a variety of civil
applications such as temperature monitoring, motion,
moisture and light sensing, as well as natural disaster
control and health care. Of special interest is the usage of
DSNs in secure-critical domains: thousands of such nodes
could be deployed in unattended and/or adversarial
environments to collect information such as tracking hostile
troop movements, or detecting chemical and biological
weapons.

DSNs are in general more vulnerable to security threats
than other wired or wireless networks. The sensor nodes are
not physically protected and adversaries with radio
equipment may eavesdrop communications, modify packets,
inject system with false data or prevent routing of messages.
Moreover, sensors may be “captured” due to physical or
remote attacks and an adversary might obtain all stored
information, including keying material and private sensor
readings. Depending on the environment where nodes are
deployed, appropriate protection measures should be taken
for data confidentiality, integrity and authentication between
communicating entities, while taking into account the cost,
storage, energy and communication efficiency requirements.
To support such security services one needs key
management techniques that are resilient to both external
and internal attacks. The required trade-off makes it an
important challenge to design secure communications for
DSNs.

In several applications of DSNs, it may be required that
the network is updated with other nodes in future time
periods, in order to extend the network or replace erroneous
nodes. Each set of incoming nodes that will join the network
in a future time consists of a node generation. The nodes of
a particular generation are pre-deployed with the
appropriate keys, which will enable them to perform key
bootstrapping with each other, as well as with nodes of a
previous generation. The protocols which allow multiple
key bootstrapping phases between nodes of different
generations are known as multi-phase deployment
protocols.

An interesting research area is establishing secure
communication channels between pairs of sensor nodes in
self-organising networks (Eschenauer and Gligor, 2004), i.e.
networks that do not rely on any fixed infrastructure. In a
typical self-organizing DSN all the sensor nodes will engage
simultaneously in a bootstrapping phase and will exchange

pairwise keys. Since the nodes in DSNs have very limited
energy, computation and storage resources, key
establishment techniques for self-organising DSNs must be
very efficient. Obviously, protocols based on low-cost
symmetric cryptography are more appropriate, compared to
the expensive public-key cryptography. For this reason,
several lightweight key establishment protocols for DSNs
have been developed, such as (Deturtre et al., 2004) and
(Zhu et al., 2003). Although such protocols offer adequate
security for civil applications, they are not appropriate for
highly sensitive applications of sensor networks, since they
are vulnerable to several attacks, such as impersonation
attacks during the key bootstrapping period (Kotzanikolaou
et al., 2005a).

Although pure asymmetric (public-key) key establishment
protocols are not efficient for sensor nodes, recent research
has shown that it is feasible to employ limited public-key
cryptography through hybrid protocols that use Elliptic
Curve Cryptography (erticom Research, 2000) techniques —
see for example (Malan et al., 2003; Gaubatz et al., 2004;
Huang et al., 2003; Kotzanikolaou et al., 2005a). These
protocols may be more resilient to impersonation attacks
than the symmetric ones, since they allow each node to be
uniquely identified in a cryptographic way. Furthermore,
they allow multiphase key deployment where nodes joining
the network in a future time period are allowed to establish
keys with the existing nodes of the previous generation(s).
Moreover, some of these protocols prevent nodes belonging
to a certain generation to impersonate nodes belonging to
another generation, (e.g. Kotzanikolaou et al., 2005a), an
attack known as fake generation attack. Unfortunately,
although these hybrid key establishment protocols are
efficient for DSNs, they are still more expensive than the
symmetric protocols.

In this paper, we propose a multi-layer key establishment
scheme, which combines hybrid and symmetric key
establishment techniques. The proposed scheme has three
layers of key establishment. The nodes are clustered in
geographic areas and the nodes belonging in the same
neighborhood use a symmetric key establishment protocol
in order to exchange pairwise keys. Furthermore, in each
cluster there exists one node with extended capabilities.
This extended node is able to communicate with other nodes
of its category, located in the surrounding clusters. These
nodes exchange keys by using the hybrid key establishment
protocol proposed in (Kotzanikolaou et al., 2005a). Finally,
these nodes can be used to assist the ordinary nodes
belonging to distant areas to securely exchange pairwise
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keys. Moreover, the use of the hybrid protocol allows for
secure multi-phase deployment of sensor nodes. The
performance analysis of the proposed scheme shows a
reasonable increase in performance, since the hybrid
protocol is not extensively used.

This paper is organized as follows: The following section
discusses the key establishment protocols proposed in the
literature. Section 3 and 4 present the proposed multi-layer
key establishment scheme for sensor networks and the
Security of the multi-layer scheme respectively. The system
Model is discussed in section 5 and the Performance
analysis of the proposed system is taking place. Finally, the
paper’s conclusions are presented in the last section.

2 RELATED WORK

Symmetric key establishment protocols seem more suitable
for DSNs, due to the constrained resources of the sensor
nodes. In (Dutertre et al., 2004) and (Zhu et al., 2003), two
symmetric-key approaches are proposed for secure
multiphase deployment. In these schemes all nodes
belonging to a certain node generation i are pre-deployed
with a set of symmetric keys, which are used for key
establishment. These protocols are very efficient for key
establishment in DSNs and provide adequate security for
several uses. However, in the protocols of (Dutertre et al.,
2004) and (Zhu et al., 2003), it is assumed that the nodes
cannot be attacked during the key bootstrapping phases.
This may be a strong assumption for highly sensitive uses of
DSNs, e.g. military or disaster recovery uses, since the
sensors cannot be tamper-resistant due to their physical
limitations.

Moreover, since only symmetric encryption techniques are
employed, the nodes cannot prove their participation in a
specific node generation. This could be useful in some
circumstances, €.g. when a fresh node must be programmed
to cooperate with sensors of a specific generation, or when
inter-generation communication shall be given higher
priority. In such cases, the above protocols could be subject
to fake generation attacks (Kotzanikolaou et al., 2005a),
where corrupted nodes may pretend to belong to another
node generation than the actual one.

For such cases, hybrid key establishment protocols have
been developed, which make use of limited public key
cryptography, and more particularly Elliptic Curve
Cryptography (ECC)— see for example (Certicom, 2000,
Gaubatz et al., 2004; and Huang et al., 2003). Huang et al.,
(2003) propose a hybrid key establishment protocol for
pairwise key establishment in DSNs, by combining ECC
and symmetric encryption. To minimize the number of the
expensive scalar multiplications, the authors Huang et al.,
(2003) propose the employment of some Full-Functional
Devices (FFDs) that will take most of the cryptographic
burden. The cost for each restricted sensor node is then
reduced to one scalar multiplication with a random point
and one scalar multiplication with a static point, per key
establishment. This cost seems to be tolerable for security-
critical DSNs.

In (Kotzanikolaou et al., 2005a) a hybrid key
establishment protocol for sensor networks is proposed. The
protocol combines standard Elliptic Curve Diffie-Hellmann
(ECDH) key establishment with symmetric encryption
techniques.
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Figure 1 The key establishment phase of the hybrid protocol
proposed by Kotzanikolaou et al., (2005a)

The authentication of the EC keys is based on Implicit
Certificates, issued by an off-line Certification Authority.
The computation cost of the EC cryptographic actions for
each sensor is reduced to a scalar multiplication over a static
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point and a scalar multiplication over a random point. The
cost reduction is due to the combination of symmetric
encryption in the randomization process and the use of EC-
Schnorr signatures (Shnorr, 1991) in the Implicit Certificate
verification. The protocol is scalable, with sensors being
pre-deployed with a constant number and size of keys,
regardless of the size of the network.

The key establishment phase of this protocol between to
nodes A and B is shown in Figure 1. Here, Qca denotes the
public key of an off-line Certification Authority, while Qa,
Qa, and IC, denote the Elliptic Curve secret-public key pair
and the Identity Certificate of node A. Furthermore, Ki(IDa),
Ki+1(IDa),..., Kn(IDa) denote the symmetric key of a node A
which will be used during the key establishment phase of a
particular node generation i, i+1, ...,m. Note that these
symmetric pre-deployed keys have the same structure as the
pre-deployed keys in the symmetric scheme of Zhu et al.,
(2003).

The protocol of (Kotzanikolaou et al., 2005a) improves
over the symmetric-key based schemes proposed in
(Dutertre et al., 2004) and (Zhu et al., 2003), as it does not
allow a compromised node to impersonate other nodes,
belonging to the same or a different generation.
Furthermore, it provides forward secrecy both in respect to a
particular node and a generation of nodes. Moreover, it does
not require the assumption of a protected bootstrapping
period, although if such a protection exists the security of
the protocol is further increased. Finally, it improves over
the hybrid scheme of (Huang et al., 2003), since it supports
multiphase deployment, and does not require the existence
of full-functional devices.

3 THE PROPOSED MULTI-LAYER KEY
ESTABLISHMENT SCHEME FOR SENSOR NETWORKS

Although the key establishment protocol of Kotzanikolaou
et al., (2005a) is feasible for sensor nodes as analyzed in
Kotzanikolaou et al. (2005b), it is still more expensive than
the symmetric key establishment schemes. In order to
maintain the advantages of the hybrid protocols such as
forward secrecy, improved security against impersonation
and fake generation attacks, multi-phase deployment and in
order to maintain a more tolerable performance decrease,
we propose a multi-layer key establishment scheme. This
scheme uses both the hybrid and the symmetric protocols.
The symmetric protocol is used for the majority of the
nodes. The hybrid protocol is used only by few selected
nodes, which have more power, communication and
communication resources than the rest of the nodes. These
nodes with the extended capabilities will be used for
indirect authentication of the plain nodes to each other, as
well as for the communication with nodes of future
generations. Bellow, we describe the proposed scheme in
detail.

Set up. We describe a multi-layer key establishment
scheme for wireless sensor networks. The key establishment
is performed in three phases, which are sequentially
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executed one after the other. The protocol assumes that the
clusterheads are pre-deployed with the appropriate keying
material, i.e. the symmetric and elliptic curve keys and the
identity certificates, required by the hybrid key
establishment protocol of Kotzanikolaou et al., (2005a) the
plain nodes are pre-deployed only with symmetric keying
material, as required by the protocol of Zhu et al, (2003).
All the key pre-deployement has been performed off-line,
before the initiation of the network.
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Figure 2 A network consisting of 16 clusters of (6mx 6m) area

We assume that the network is divided into logical
clusters, for example square regions of a limited range. We
also assume that the network consists of two types of nodes,
the clusterheads and the plain nodes. Each cluster contains
one node with extra computation, communication and
power capabilities, which is defined as the clusterhead node.
The clusterhead is placed approximately at the center of the
cluster and it is capable to communicate with the
clusterhead nodes of all its neighboring clusters. Each
cluster also contains a number of plain nodes, which are the
ordinary sensor nodes with limited capabilities. The
communication range of the plain nodes is restricted
approximately inside the cluster they belong.

Furthermore, we assume that after their deployment, all
the nodes in the network have a fixed location, i.e. they are
not mobile nodes. Finally, we assume that before the
initiation of the key establishment scheme, all the nodes (the
clusterheads and the plain sensor nodes) have established an
appropriate routing protocol. Since the nodes are fixed and
do not change location, a table-driven routing protocol may
be more efficient.

An instance of the network described above comprised of
16 clusters is shown in Figure 2. Each cluster is defined as a
(6m,6m) square. It contains a clusterhead node, as well as
a number of plain nodes. A plain node may be located in the
border of a cluster and thus may be in direct range with
more than one clusterheads. However, each plain node
belongs to a unique cluster. For simplicity we assume that
each node responds only to the first clusterhead hello
message it receives.

After the deployment of the nodes and the establishment
of the routing protocol, the key establishment scheme is
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initiated in three sequential phases. In the first phase, each
clusterhead node establishes a key with all its neighboring
clusterheads. In the second phase, all the nodes contained in
a cluster establish a pairwise key with the other nodes lying
within the same cluster. The first two phases are proactively
performed by all the nodes. Finally, in the third phase, plain
nodes of one cluster are able to establish a key with a
clusterhead or a plain node of another cluster. The third
phase is reactively performed only by plain nodes
requesting to communicate securely with remote nodes.
Note that the proposed key establishment scheme can be
used for multi-phase deployment, where nodes are grouped
to generations of nodes and each generation can join the
network in a future time period and perform key
establishment. We assume that each forthcoming node
generation of nodes also contains clusterhead nodes and
plain nodes, pre-deployed accordingly with the appropriate
keys.

The following phases of key establishment will take place
each time a forthcoming node generation joins the network,
i.e. during each new key bootstrapping period. Each phase
of the key establishment scheme creates a key establishment
layer. The first phase generates a key establishment layer
between the clusterheads. The second phase of the scheme
generates a key establishment layer inside each cluster.
Finally, the third phase uses the two former layers in order
to generate a key establishment layer between distant plain
nodes and clusterheads.

3.1 1st phase — Key establishment between
clusterheads

In this phase the clusterheads perform key establishment
with the clusterheads of the neighboring clusters, by using
the hybrid protocol of Kotzanikolaou et al., (2005a). The
hybrid protocol is executed for a given time only by the
clusterheads, during which the rest of the nodes do not
participate. This can be implemented by programming the
plain sensors to initialize their communication after the time
required by this phase. In the scenario presented in Figure 2,
each clusterhead will perform bootstrapping with its one-
hop surrounding clusters. For example, the clusterhead of
the cluster B2 will perform the bootstrapping with the
clusterheads of the squares Al, B1, C1, A2, C2, A3, B3 and
C3.

3.2 2" phase - Key establishment inside clusters

After the previous phase where each clusterhead has
securely established a key with its neighboring clusterheads,
the second phase of the scheme takes place. Each plain node
in each cluster will perform a key establishment with its
clusterhead, as well as with other plain nodes within its
cluster, by using the symmetric protocol of Zhu et al,
(2003). Recall that all the sensor nodes are already pre-
deployed with the appropriate keying material. Each plain
node X of the current node generation i, will perform key
establishment with all neighboring nodes, by using their

appropriate generation key K; (according to the protocol of
Zhu et al., (2003), key establishment is performed with an
instance of the generation-wide key K; that is linked to a
specific node X with identifier IDy, i.e. the key K; (IDy)).
The cost of each key establishment in this phase is the cost
of the symmetric protocol and it is restricted by the number
of pairs of nodes in each cluster. After the end of this phase,
each plain node will share a security association with the
plain nodes inside the cluster it belongs, as well as with its
clusterhead. Each plain node will share a pairwise key with
one clusterhead node. In case where a plain node is in range
with more than one clusterheads, it will be programmed to
respond only to the response of the first clusterhead.

Note that in this phase all the nodes inside a cluster
belonging to the i-th node generation will perform a key
establishment with all other nodes of the same generation
that lie within the same cluster.

3.3 3" phase —Key establishment outside clusters

Although there exists a secure communication layer
between neighbouring clusters from the first phase through
the clusterheads, and a local secure communication layer
from the second phase, there is still a need for secure
communication between distant nodes. This communication
is established in the third phase. In this phase, a plain node
belonging in a given cluster may perform a key
establishment with a node outside its cluster. The target
node may either be a clusterhead node of another cluster or
a plain node of another cluster. The key establishment will
be performed with the symmetric protocol of Zhu et al.,
(2003) as in the previous phase. However, since the end
nodes are out of range, the messages that must be
exchanged between them in order to establish a key will be
securely relayed through the path of intermediate
clusterhead nodes. Figure 3 presents some examples of key
establishment between remote nodes. The end nodes (the
source and the destination) will be mutually authenticated
along the path in a point-to-point manner until the
destination node. The exchange of the key establishment
messages will be secured by using the secure links
established in the previous phases. The authentication and
the encryption for message exchange within a given cluster
is based on the pairwise keys derived from the 2™ phase,
while the authentication and encryption for message
exchange between intermediate clusterheads is based on the
pairwise keys derived from the 1* phase. In Figure 3, three
examples of key establishment are presented, for source and
destination nodes of several distances. The destination node
can be either a plain node or a clusterhead node.

Observe that in this phase, the key establishment messages
are encrypted and decrypted in a point-to-point manner,
throughout the chain of the source node, the intermediate
clusterheads and the target node. This adds the cost of the
intermediate  encryption-decryption  process in the
communication chain from the source node to the
destination node and vice versa, during the key
establishment protocol. The above paradigm can include as
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many intermediate clusterheads are necessary to support the
key establishment of any pair of nodes. Of course, as the
number of intermediate nodes increases, the cost of point-
to-point encryption also increases. Thus, there must be a
balance in the number of intermediate nodes in order to be
feasible for large-scale deployment. After the third phase is
over, all nodes belonging to the generation i will delete their
generation-wide keys K; and all the instance keys.
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Figure 3 Key establishment between nodes of different clusters
(3rd phase)

In the above paradigm, both nodes assumingly belong to the
same node generation i. However, the key establishment
scheme can also support the bootstrapping between nodes
belonging to different node generations, by using the
appropriate pre-deployed keys in a straightforward manner.
This is possible since any node X, either a plain node or a
clusterhead node, is pre-deployed with the symmetric
generation keys Ki(IDy), Ki+(IDy),..., Kn(IDy).

Obviously the third phase of key establishment can be
performed in the i-th bootstrapping period, only if at least
one of the nodes belongs to the i-th generation. Otherwise if
both nodes have deleted the key K; the protocol of Zhu et
al., (2003) cannot be executed remotely. This however is not
a strong assumption since an incoming node will initiate all
the required remote key establishment during the i-th
bootstrapping period.

4 SECURITY OF THE MULTI-LAYER SCHEME

4.1 Security of the 1* phase

By using the hybrid protocol of Kotzanikolaou et al.,
(2005a) the clusterhead nodes perform authenticated key
establishment ~ with  explicit ~ key  confirmation.
Authentication is based on Implicit Certificates and key
confirmation is based on each node’s proving the
knowledge of the corresponding Elliptic Curve secret key.
Furthermore, the use of the hybrid protocol preserves
forward secrecy for the pairwise keys and also prevents
impersonation and fake generation attacks from
compromised clusterhead nodes of the same generation,
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since each node uses a unique key pair and Implicit
Certificate.

4.2 Security of the 2" phase

This phase of the local key establishment is based on the
symmetric key establishment protocol of Zhu et al., (2003).
Thus it inherits its security properties. Recall that the
symmetric protocol of Zhu et al., (2003) performs node
authentication during the key establishment. This protocol
cannot prevent the fake generation attacks or impersonation
attacks from compromised nodes of the same generation.
However, each clusterhead will establish a key with each
plain node inside its cluster only during the execution of this
phase. Thus, these attacks could be applied only during this
phase and only against the plain nodes. In general, the
security of the first two phases relies on the security of the
protocols used in these phases.

4.3 Security of the 3" phase

The 3™ phase of key establishment combines several
security features of the former two phases and thus it
security must be examined in more detail. Since the key
exchange is performed through intermediate nodes, several
security properties must be examined.

1. Point-to-Point  Authentication. The  messages
exchanged during this phase are based on the security
associations that have already been established in the
previous two phases. The messages that must be
exchanged in order to perform the key establishment
between the distant nodes are authenticated through the
intermediate nodes. These nodes use the already
established pairwise keys between local nodes and
clusterheads and each link is authenticated by the
participating nodes. Thus, this phase is not vulnerable
to impersonation and fake generation attacks caused by
malicious intermediate nodes and the protocol is
resistant to insider attacks, such as malicious node or
corrupted node attacks.

2. End-to-end Authentication. The end nodes are
authenticated in an end-to-end manner by following the
authentication protocol of Zhu et al., (2003). Indeed,
the nodes will prove their identity based on the node
identifier and the generation key K.

3. Point-to-Point Encryption. During the remote key
establishment, the messages that are relayed between
the end nodes are encrypted and decrypted in a point-
to-point manner, by using the keys that were
established between the nodes in the previous phases.
This makes impossible for an outsider to trace and link
the messages that must be exchanged between a pair of
distant nodes in order to establish their pairwise key
and in this way the key establishment is protected from
outsiders. Note that the point-to-point encryption is
only used during the exchange of the messages required
for a remote key establishment. Then after the remote
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nodes have established a pairwise key, they can encrypt
their communication in an end-to-end manner.

4. End-to-End  Encryption. The remote key
establishment between nodes is secure against
intermediate nodes that attempt to construct the paiwise
key established between the end nodes. Note that the
pairwise key is not exchanged between the end nodes
but it is established by executing the protocol of Zhu et
al., (2003). Thus an insider will not be able to generate
the pairwise key, provided that the protocol of Zhu et
al., (2003) is secure. Then, after the key establishment
the end nodes will use end-to-end encryption in order to
protect their actual communication from both insider
and outsider eavesdroppers.

5 SYSTEM MODEL - PERFORMANCE ANALYSIS

In this section, the architecture of the network used to
simulate and evaluate the multi-layer key establishment
protocol for sensor networks is presented. We depict the
topology of the simulated sensor network, the characteristics
that each sensor node has, how the key establishment phase
takes place and we conclude this section by presenting the
simulation results and by making remarks regarding the
efficiency of this multi-layer key establishment protocol for
use in sensor networks.

In the simulation scenario the sensor nodes are deployed
in square regions, like in Figure 2. In each square region
there are randomly placed eight plain sensor nodes and one
clusterhead at the center. The factory sensor nodes have the
ability to transmit to distances of up to 100m or 150m, but
since energy conservation is a key issue to such networks,
which have very limited energy resources, the transmission
range of the plain sensor nodes is set to Ry =5m, whereas
the transmission range of the clusterheads is set to
Ry =9m, to achieve communication of one clusterhead
with all its neighboring ones. Therefore, the area that a plain
sensor node covers is 7 - Ry, =78.5m, whereas a clusterhead
sensor node covers an area of 254.34m.

The proposed scheme is evaluated through the simulation
platform Network Simulator — NS-2
(www.isi.edu/nsnam/ns/). The MAC protocol is IEEE
802.11 with DCF (Distributed Coordination Function). The
interface queue used is a FIFO (First In - First Out) one
where the routing protocol’s packets have higher priority
than data packets. The maximum number of packets that
this queue can hold for every node is set to 50 packets.
Every node wuses an omni-directional antenna. The
transmission model used is the FreeSpace model, where
communication takes place through a line of sight (LoS)
path between the sender and the receiver. The received
power in distance d is given by the following equation:

2
Pf(d)zw (1)
4-7)"-d°-L
c  3-10°
where A = — = =0.32823.

f 9.14-10°

In equation (1), h,and h, are the heights of the antennas
at the sender and the receiver, respectively. Variable P, is
the power of the transmitted signal; G;and G, are the gains
of the antennas at the sender and the receiver, respectively,
and L(L >1) represents the losses of the system. In the
simulation:G; =G, =L=1, h, =h, =1.5, P, =0.281838
and d = 5m or 9m.

We run several scenarios to evaluate the hybrid key
establishment protocol described in (Kotzanikolaou et al.,
2005a). One scenario is to estimate the time needed for two
nodes to establish a key in real network conditions; a second
scenario is to evaluate the required time for a sensor node to
establish keys with eight neighboring nodes and finally a
third scenario is run to evaluate the hybrid key
establishment protocol when more than one key
establishment initiations take place. All these scenarios were
run using two different routing protocols, the AODV (Ad-
hoc On Demand Distance Vector) and the DSDV
(Destination Sequenced Distance Vector). In Table 1 below,
the theoretical time for a key establishment and the results
of the deployment of these three simulation scenarios are
presented, while Figure 4 shows the results of the simulated
times for the three scenarios.

Virtual time | Real time | Real time | Real time

(2-1) (sec) (1-1) (sec) | (1-8) (sec) | (4-8) (sec)
AODV 0.678 0.6994 4.7499 6.0249
DSDV 0.678 0.6975 4.6984 4.9404

Table 1: The results of the theoretical key establishment and the
three simulation scenarios

The multi-layer key establishment protocol was evaluated
by creating a similar agent in the simulation platform, which
was attached to all the sensor nodes in the network. This
agent is responsible for conducting the three phases
described in Section 3 as follows:

Firstly, the wireless sensor nodes are deployed inside the
sixteen clusters, as described above, i.e. eight plain sensor
nodes are randomly placed in each cluster and one
clusterhead node at the center of each cluster. In the
beginning of the simulation, the creation of the routing
tables of each sensor node takes place when the DSDV
routing protocol is used.

After the completion of this phase, starts the first phase of
the multi-layer key establishment protocol. Each clusterhead
establishes a key with all its eight neighbouring
clusterheads, using the hybrid protocol described in
(Kotzanikolaou et al., 2005a). In our simulation scenario,
only the four clusterheads in the central square regions
initiated the key establishment protocol with their
neighboring clusterheads. During this phase, the plain
sensor nodes remain silent, for example, by switching to a
power-saving mode. In the second phase, the key
establishment protocol inside the clusters is initiated. Each
plain sensor node will perform a key establishment with the




50

clusterhead of the cluster where it belongs. When this phase
ends, each sensor node has the option of establishing a key
with another node that belongs to a different cluster.
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Figure 4 The simulation results for the various scenarios

In this last phase, we simulated a scenario where a plain
sensor node firstly establishes a key with another plain node
in a neighboring cluster, secondly with a plain node two
clusters away and thirdly with a plain node three clusters
away. All the steps of the key establishment protocol go
through the intermediate clusterheads, as shown in figure 3.
The theoretical times for each phase and the simulation
times are presented in Table 2.

Hybrid Symmetric
. 1 cluster |2 clusters| 3 clusters
(Between | (Inside the
away away away
clusterheads)| clusters)
Virtual
. <5424 * 0.025 0.088 0.102 0.136
time (sec)
Real time
4.9404 1.5787 0.0889 0.1252 0.3784
(sec)

* depends on several factors

Table 2: The results of the theoretical key establishment and the
three simulation scenarios

Figure 5 presents the total real (simulation) time required
for a key establishment for a remote key establishment for
nodes of various distances. The resulting times include the
costs derived from all the three phases of the protocol.
During the execution of the hybrid key establishment
protocol between the neighbouring clusterheads, only the
clusterheads located in the central clusters initiate a key
establishment. This results in having different number of
key establishments taking place per node, since some key
establishments will have already been completed in one
direction. Therefore, the time required for this phase is
significantly reduced. The symmetric key establishment
time inside the clusters is quite larger compared to the
theoretical time required for this phase. This is attributed to
the fact that in our simulation scenario we consider the
worst case, where the plain sensor nodes initiate the
symmetric key establishment simultaneously resulting in
having too many collisions and retransmissions after a
random time defined by the backoff algorithm. This time
can be improved by having the clusterhead initiate the
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symmetric key establishment and not the other way around.
Comparing the simulation times of the third scenario with
the theoretical times in Table 2, we observe that when the
number of clusterheads, which the packets of the key
establishment protocol between two plain sensor nodes have
to traverse, increases then the difference between the
simulated time and the theoretical time increases as well.
This happens because the packets have to be transmitted
passing through several sensor nodes and might be delayed
if there are other nodes that may have ongoing
transmissions, even if these transmissions are of the routing
protocol.
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moﬂ/_/ 66443
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1 2 3

Number of Intermediate Clusterheads

Figure 5 Total simulation time for remote key establishments of
nodes of various distances

6 SYSTEM MODEL - PERFORMANCE ANALYSIS

Distributed Sensor Networks (DSN) are becoming
increasingly popular as they can be used in a variety of civil
applications, or in secure-critical domains such as military
applications: hundreds or even thousands of such nodes
could be used to collect information in combat scenarios
such as tracking and reporting hostile troop movements, or
detecting chemical and biological weapons. In such
applications, multi-phase deployment may be a requirement,
i.e. the network is updated with other nodes in future time
periods, in order to extend the network or replace erroneous
nodes.

Depending on the environment where nodes are deployed,
appropriate protection measures should be taken for data
confidentiality, integrity and authentication within the
sensor network. An interesting research area is key
establishment in self-organising networks (Eschenauer and
Gligor, 2004), i.e. networks that do not rely on any fixed
infrastructure. In such networks key establishment
techniques must be very efficient. For this reason, several
symmetric protocols for self-organising DSNs have been
developed (Dutertre et al., 2004; Zhu et al., 2003), which
are not appropriate for highly sensitive applications, since
they are vulnerable to impersonation and fake generation
attacks. Recent hybrid key establishment protocols (Huan et
al., 2003; Kotzanikolaou et al. 2005a) seem to be more
resilient to impersonation attacks than the symmetric ones
as they combine symmetric techniques with limited public-
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key cryptography. Furthermore, they allow multiphase key.
Unfortunately, although these hybrid key establishment
protocols are efficient for DSNs, they are still more
expensive than the symmetric protocols.

In this paper, we propose a multi-layer key establishment
scheme, which combines hybrid and symmetric key
establishment techniques. The nodes are clustered in
geographic areas: In each cluster there exists one node (the
clusterhead node) with extended capabilities. Each
clusterhead uses hybrid key establishment of Kotzanikolaou
et al, (2005a) to exchange pairwise keys with other
neighbouring clusterheads. Furthermore, plain nodes
belonging in the same cluster use symmetric key
establishment (Zhu et al., 2003) in order to exchange
pairwise keys. Finally, plain nodes belonging to different
clusters employ the intermediate clusterheads to establish
keys using the symmetric technique. In comparison with the
hybrid protocol (Kotzanikolaou et al., 2005b) simulation
results of the multi-layer key establishment protocol show a
reasonable increase in performance, which is reasonable
since the hybrid protocol is not extensively used.

Each phase of the key establishment scheme creates a key
establishment layer. The first phase generates a key
establishment layer between the clusterheads. The use of the
hybrid protocol allows for secure multi-phase deployment
of sensor nodes and prevents impersonation attacks from
compromised clusterhead nodes of the same generation. The
second phase generates a key establishment layer inside
each cluster. It is based on a symmetric key establishment
protocol (Zhu et al., 2003) and thus it inherits its security
properties. Finally, the third phase uses the two former
layers in order to generate a key establishment layer
between distant plain nodes. This phase is not vulnerable to
impersonation and fake generation attacks since all
messages exchanged between the distant nodes are
encrypted and authenticated through the intermediate
clusterheads.

Sensor networks will be massively deployed only when
security and efficiency research challenges are addressed.
Further research and implementation results into energy
efficient cryptographic primitives are necessary. Our
findings show that it can be feasible to use limited public
key cryptography as a supplementary security primitive, for
special uses of low-energy computing devices.
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